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Sr. 

No 

Topic Planned date Actual date 

1 Public Key Cryptosystems 

Public Key Cryptosystems with Applications  

Requirements and Cryptanalysis 

20/6/18 

21/6/18 

 

 

Arithmetic of cryptography 276/18  

RSA algorithm, 28/6/18  

its computational aspects and security 4/7/18  

Diffie-Hillman Key Exchange algorithm, 5/7/2018  

Man-in-Middle attack 11/7/2018  

 Design problem /Quiz 12/7/2018  

2 Cryptographic Hash Functions, their application 18/7/2018 

19/7/2018 

 

 

Simple hash functions, its requirements and 

security 

25/7/2018  

Hash functions based on Cipher Block Chaining 26/7/2018  

 Secure Hash Algorithm (SHA) 1/8/2017  

 Design problem /Quiz 2/8/2018  

3 Message Authentication Codes, its requirements 

and security 

8/8/2018  

MACs based on Hash Functions 9/8/2018  

Macs based on Block Ciphers 16/8/2018  

 Design problem /Quiz   



4 Key management and distribution 

 symmetric key distribution using symmetric and 

asymmetric encryptions 

 

23/8/2018 

29/8/2018 

 

 distribution of public  keys 30/8/2018  

 X.509 certificates 5/9/2018  

 Public key infrastructure 6/9/2018 

 

 

 Design problem /Quiz 12/9/2018  

5 Digital Signature, its properties, requirements 

and security various digital signature schemes 

(Elgamal and Schnorr), NIST digital Signature 

algorithm 

19/9/2018 

20/9/2018 

26/9/2018 

 

 Design problem /Quiz 27/9/2018 

 

 

5 Revision and Question Paper Solving 10/10/2018 

11/10/2018 

 

    

    

    

    

    

    

 


